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1
Decision/action requested

This contribution proposes a solution to KI #4 (Authentication and Authorization between message Gateway and MSGin5G Server) in TR 33.862
2
References
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3
Rationale

The Message Gateway is defined in [1] as follows.

A Message Gateway in MSGin5G application architecture provides functionality to deliver MSGin5G messages to non-MSGin5G UEs. 
A Message Gateway performs the role of interconnecting two different messaging delivery mechanisms and assure the message integrity between different message delivery mechanisms. A message delivery mechanism comprises the specific set of protocols, procedures and rules. 

There are two types of Message Gateways used to deliver MSGin5G messages to different UE types: the Legacy 3GPP Message Gateway and the non-3GPP Message Gateway 

In clause 9.2 [1], APIs of Message Gateways have been specified, thus the Legacy 3GPP Message Gateway and the non-3GPP Message Gateway are regarded as NFs in the 5G network.
Therefore, the authentication and authorization between Message Gateway and the MSGin5G Server can reuse the authentication and authorization between network functions in 13.3.2 in 33.501[2].
4
Detailed proposal
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6.Y
Solution #Y: Authentication and Authorization between Message Gateway and MSGin5GServer

6.X.1
Solution overview

This solution addresses key issue#4 by using the authentication and authorization between network functions specified in 13.3.2 in 33.501[5]. 
6.X.2
Solution details

In clause 9.2 [12], APIs of Message Gateways have been specified, thus the Legacy 3GPP Message Gateway and the non-3GPP Message Gateway are regarded as NFs in the 5G network.

Therefore, the authentication and authorization between Message Gateway and the MSGin5G Server can reuse the authentication and authorization between network functions in 13.3.2 in 33.501[5].
In direct communication, authentication between message gateway and MSGin5GServer shall use one of the following methods:
-
If the PLMN uses protection at the transport layer as described in clause 13.1[5], authentication provided by the transport layer protection solution shall be used for authentication between message gateway and MSGin5GServer.
-
If the PLMN does not use protection at the transport layer, authentication between message gateway and MSGin5GServer may be implicit by NDS/IP or physical security .

If the PLMN uses token-based authorization, the network shall use protection at the transport layer as described in clause 13.1.

In indirect communication scenarios, 13.3.2 in 33.501[5] also applies.

6.X.3
Solution evaluation
This solution addresses key issue#4 by using the authentication and authorization between network functions specified in 13.3.2 in 33.501[5], with no additional system impact.
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